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Chapter 1
Installation

This Chapter covers the summary installation of the BF-630X/BF-830X.

e Network cables. Use standard or crossover 10/100BaseT network (UTP ) cables with RJ-45
connectors.

e TCP/IP protocol must be installed on PC.
e Hub needed when PC not connect with BF-630X/BF-830X directly.

Procedure

1. PC Connect With BF-630X/BF-830X Directly
Use standard or crossover 10/100BaseT network ( UTP ) cables with RJ-45 connectors connect

with the network card of PC.
2. PC Connect With BF-630X/BF-830X Through Hub
Use standard 10/100BaseT network (UTP ) cables with RJ-45 connectors connect PC and
BF-630X/BF-830X with Hub separately.
3. Power Up
Connect DC 12~24 V/ 1 A power adapter with BF-630X/BF-830X.

Please be careful of the connection by positive pole and negative pole.
Use different specification power adapter may cause hardware damaged or Unstable.



Chapter 2
Web Setup Description

This Chapter provides Web Setup details of BF-630X/BF-830X.

BF-630X/BF-830X contains an HTTP server inside. This enables you to connect and configure it by

using your Web browser.

Preparation
Before setting BF-630X/BF-830X, please make sure of that:

PC can establishes a physical connection to BF-630X/BF-830X. PC and BF-630X/BF-830X
must be on the same LAN segment.

BF-630X/BF-830X must be installed and powered ON.

If BF-630X/BF-830X’s default IP Address (192.168.0.66 ) already used for another device, the
other device must be turn OFF until BF-630X/BF-830X assign a new IP Address.

Use Web Browser
1. Start Web browser.

2.

In the Address box, enter “http://"and the IP Address of BF-630X/BF-830X.
For example, which uses the BF-630X/BF-830X’s default IP Address:
http://192.168.0.66.

If the connection failure
If BF-630X/BF-830X does not respond, check as following:
e BF-630X/BF-830X installed correct or not, LAN and power connected normal or not.
You can test the connection by using the “Ping” command:
+ Open the MS-DOS window or command prompt window.
+ Enter the command:
ping 192.168.0.66

If no response received, it describes either the connection not worked, or your PC’s
IP Address not compatible with BF-630X/BF-830X’s IP Address. ( See next item )

e If your PC used a fixed IP Address, that IP Address must be within the range
192.168.0.1 to 192.168.0.65 or 192.168.0.67 to 192.168.0.254, than it can be
compatible with BF-630X/BF-830X'’s default IP 192.168.0.66. Also, the Subnet Mask
must be set to 255.255.255.0.

1. Ensure that PC and BF-630X/BF-830X are on the same network segment




Home Screen

After finishing installation and connection, you will see the Home screen
during connection in the future.

An example screen is shown below.

TERMINAL STATUS

System Status

Product Name :
Firmware Version :

System Time :

BF-630-E
0.07.00Feb 4 2008

02/19/2008 17:36:52 GMT+00

© BycCardID

@® By Employee ID Terminal ID : 1

@ By Last Name Description

SEARCH Standalone /| FP Reader Only : Standalone

' User Administration Heilat e :
Access Log Log Count : 0
E e L U Anti-Pass-Back : Disable
View User List
Add Employee Weigand Format : WG4
Designation List Weigand Output : Disable
Depariment st Anti-Duress : Disabie

4 Terminal

Ethernet Status
System Log
Terminal Status MAC Address : 00:0e:e3:00:00:00
Administrator Setup IP Address : 192.1682.222
Terminal Setup
Communication Setting Subnet mask :
DDNS Setup Default Gateway : 192.168.2.1
Clock Setup 3 T
Primary DNS : 168.95.1.1

Fkey Auto Trigger
Func. Key Setup

' Access Control
Time Set
Time Zone Setup
Group List
Holiday Setup
Door Setup
Door Status
Door Remote Control
Event Handle

“ Tools
Attendance report (XLS)
Exports (TXT)
Exports (XL5)
Backup
Restore/lmport
Device Admin
Reboot
Upgrade Firmware
Reset

eb Verl.5
Build Date 02/05/2008

. This screen will appear

Figure 1 : Home Screen

DATA — Home Screen

¢ You can navigate by using the menu bar on the left of the screen and the “Back” button on your
Browser.

Search Employee
By Card ID

Search employee by card ID.




By Employee ID

Search employee by employee ID.

By Last Name

Search employee by last name.

Operate process:

Choose the way to search (card ID/employee ID/last name), move mouse front to the
item you want to choose, push the left button of mouse.

Enter query number in the column.
Push button “GO” to operate.

User Administration

Access Log

Change to the screen of log browse.

Daily First IN/Last OUT

Change to the screen of employee first in/last out of today.

View User List

Change to the screen of registered user browse, can modify -
delete - active and deactive user.

Add Employee

Change to the screen of add user.

Designation List

Change to the screen of designation list.

Department List

Change to the screen of department list.

Terminal

System Log

Change to the screen of system log browse.

Terminal Status

Change to the screen of terminal information browse (Home
Screen).

Administrator Setup

Change to the screen of administrator and user password
configuration.

Terminal Setup

Change to the screen of terminal configuration.

Communication
Setting

Change to the screen of communication configuration.

DDNS Setup

Change to the screen of DDNS configuration.

Clock Setup

Change to the screen of Date/Time configuration.

Fkey Auto Trigger

Change to the screen of IN/OUT trigger configuration.

Func. Key Setup

Change to the screen of function key configuration.

Access Control

Time Set

Change to the screen of time configuration.

Time Zone Setup

Change to the screen of time zone configuration.

Group List

Change to the screen of group configuration.

Holiday Setup

Change to the screen of holiday configuration.

Door Setup

Change to the screen of door configuration.

Door Status

Change to the screen of door status browse.




Door Remote Control

Change to the screen of security bypass configuration.

Event Handle

Change to the screen of event handle.

Tools

Attendance Change to the screen of attendance report.(Excel format)
Report(XLS)

Exports(TXT) Change to the screen of log export.(Text format)
Exports(XLS) Change to the screen of log export.(Excel format)
Backup Change to the screen of user’s data backup.

Restore/lmport

Change to the screen of user’s data restore/import.

Device Admin

Change to the screen of device administration.

Reboot

Change to the screen of reboot.

Upgrade Firmware

Change to the screen of firmware upgrade.

Reset Change to the screen of delete all data.
Button
SEARCH Run employee search and show the result.




User Administration

Access Log

Use the “Access Log” link on the menu bar to reach the “Access Log” screen. The example screen
is shown below.

ACCESS LOG
UseriCardID ~ Terminal ID Dep. FKey NUM. FromiTo (mmiddiyyyy)
Query
| Il | | Al | (Al v | None v 12 w|[20 v|[2008 »| |2 v| 20 v 2008 |
(c0)
Card ID Employee ID Name Date Time Terminal INIOUT

02/20/2008 00:37:33 —

{)001968553 — 02/20/2008 00:35:56 —

0001968553 — 02/20/2008 00:35:41 —

Total 27 Record(s) << First| Prev 10| 1 2 | Next 10 | End >>

Figure 2 : Access Log Screen

DATA — Access Log Screen

Query

User/Card ID Enter user/card ID to search

Terminal ID Enter terminal ID to search

De Choose the department to search, move mouse to “v” and push the

P left button of mouse, it will show all department list for you to choose.
FKe Choose the function key to search, move mouse to “v” and push the
y left button of mouse, it will show all function key list for you to choose.

Choose the function key number to search, move mouse to “v” and

NUM. push the left button of mouse, it will show all number key list for you to
choose.

From/To .
Enter the date period to search.

(mm/dd/yyyy)

GO(button) Operate the log research.




Operate process:
enter and choose the query item in the blank column and list.
Push button “GO” to operate.

Column Description of Record

No. Serial number.
Card ID, use ID link can reach employee setup screen. If the ID link
Card ID , :
can't reach employee setup screen, it means the ID was deleted.
Employee ID Employee ID, “----,----" mean user’s employee ID does not input in
employee setup.
N User’'s name, “----,----" mean user’s name does not input in employee
ame
setup.
Date Date of log.
Time Time of log.
: Show terminal’'s name, “----" mean terminal’s name does not input in
Terminal :
terminal setup.
Show the function key which user enter. IN: None or enter F1 ~
IN/OUT OUT: Enter F2 ~ F3: Enter F3 ~ F4: Enter F4. The field is also
related with IN/OUT Trigger Setup and Function Key Setup.
Door Main means the door control by BF-630X/BF-830X.
First Link to first page of logs.
Prev 10 Move to previous 10 pages of logs.
123...N Link to indicate page of logs.
Next 10 Move to next 10 pages of logs.
End Link to last page of logs.

Daily First IN/Last OUT

Use the “Daily First IN/Last OUT” link on the menu bar to reach the “Daily First IN/Last OUT” screen.
The example screen is shown below.

Daily First IN/Last OUT
No. Card ID Employee ID Name Date First IN Last OUT
21. 0000000023 — — 02/20/2008 ST o
27 0001968553  — —_ 02/20/2008  00-35:03 00:40:21
Total 22 User(s) << First | Prev 10| 12| Next 10| End >>

Figure 3 : Daily First IN/Last OUT Screen



DATA — Daily First IN/Last OUT Screen
Daily First IN/Last OUT

No. Serial number.
Card ID, use ID link can reach employee setup screen. If the ID link
Card ID , :
can’t reach employee setup screen, it means the ID was deleted.
Employee ID Employee ID, “----,----" mean user’s employee ID does not input in
employee setup.
User’s name, “----,----" mean user’'s hame does not input in employee
Name
setup.
Date Date of log.
First IN First enter time log.
Last OUT Last out time log.
First Link to first page of Daily First IN/Last OUT logs.
Prev 10 Move to previous 10 pages of Daily First IN/Last OUT logs.
123...N Link to indicate page of Daily First IN/Last OUT logs.
Next 10 Move to next 10 pages of Daily First IN/Last OUT logs.
End Link to last page of Daily First IN/Last OUT logs.

View User List

Use the View User List link on the menu bar to reach the View User List screen. The example
screen is shown below.

EMPLOYEE LIST
*F: Fingerprint, P ; Password , C: Card
No. Card ID Employee ID Last/First Name Active F&P F P FIP € F&C Reg
[]21. 0000000023 — — o - - . - ] - P
[122. 0001968553 — — =] - - ] - ] - F
Total 22 User(s) << First | Prev 10| 1 2| Next 10| End ==
ACTIVATE H DEACTIVATE ” DELETE ]Acti‘.'ate. Deactivate or Delete SELECTED Employee

Figure 4 : View User List Screen



DATA — View User List Screen

EMPLOYEE LIST
Serial number. If you want to active - deactive or delete

No. user please click check box on the left of serial number.
Card ID Card ID link can reach employee setup screen.(Figure 5)
Employee ID Employee ID. “----" mean user’s employee ID does not

input in employee setup.

Name of user. “----" mean user’'s name does not input in

Last/First Name
employee setup.

Active State of active. Green : Active ~ Gray : Deactive.

F&P (BF-630X ONLY) Green: Fingerprint + Password verify ~ Gray : Other verify.
F (BF-630X ONLY) Green : Fingerprint verify ~ Gray : Other verify.

P Green : Password verify ~ Gray : Other verify.

Green : Fingerprint or Password verify ~ Gray : Other

F/P (BF-630X ONLY) verity

C Green : Card verify ~ Gray : Other verify.

Green : Using Fingerprint stored in mifare card for

F&ac verify ~ Gray : Other verify.

Show registered data of user. P : Card + Password, C :
Reg Card only,
F: Card + Fingerprint, FP: Card + Fingerprint + Password.

First Link to first page of user list.

Prev 10 Move to previous 10 pages of user list.
123...N Move to indicate pages of user list.
Next 10 Move to next 10 pages of user list.
End Link to last page of user list.

Button

ACTIVATE Enable authority of selected user.
DEACTIVATE Disable authority of selected user.
DELETE Delete selected user.

10



EMPLOYEE RECORD

Employee Data

Card/User 1D 2 (10 Char. Max)
Expire Date Check : © e O Enate
Valid From | 2008 |M]| vy | 02 %)) (M) |20 M| (D) To | 2008 [¥)| qyy |02 [»] (yi | 20 (] (Dy
Designation : .Nl:lne w
Department : _Nnne W
Employee ID : :|:15Char. Max)
Last Name : '|:15Char. Max)
First Name : :t15Char. Max)
Group : ' Free Time Group &
Verify Mode : _ P aonly b
Password : seeeee {6 ~ 10 Char. Max, 0-9)
Confirm :

Status : (*) Activate (' Deactivate

Working Time : :UU Hour : |00 Minute to |00 :Hnur: éUU | Minute

Figure 5 : Modify Employee Record Screen

DATA — Modify Employee Record Screen

Employee Data
Card/User ID Card/user ID , can’t be modified

Expire Date Check Choose to enable or disable employee’s expire date.

Move mouse icon to “V” and click left button , it will show year,

Valid from to month, date to choose.

Designation Choose the designation
Department Choose the department
Employee ID Enter the employee ID.
Last name of user, needs to enter if you want to display
Last Name ; e
employee’s last name after verification.
First Name First name of user, needs to enter if you want to display

employee’s first name after verification.

11



Group Choose the group.
Choose the way to verify user. Move mouse icon to “V” and click
left button, it will show the list for you to choose.

: F only: fingerprint(BF-630X only), P only: password, F or P:
Verify Mode . .
y fingerprint or password(BF-630X), F and P:

fingerprint+password(BF-630X only), Card, Match on Card:Using
Fingerprint stored in mifare card for verify.

Password Enter user’s verify password.

Confirm Confirm user’s verify password.

Status Choose to activate or deactivate user’s right.
Enter the start and end work of employee for attendance report. If

Work Time the employee’s work time from 8AM to 5PM, please enter 08:00
to 17:00.

Button

Previous Revise the previous data.

Save Save modify data.

Delete Delete the present user.

Next Revise the next data.

Add Employee

Use the “Add Employee” link on the menu bar to reach the “Add Employee” screen. The example
screen is shown below.

12



EMPLOYEE RECORD

Employee Data

Card/User 1D :

Expire Date Check ;

Designation :

Department :

Employee ID :

Last Name :

First Hame :

Group ;

Vernfy Mode :

Password :

Confirm :

Status .

Working Time :

[l {10 Char. Max)

(%) Disable O Enable
Valid From | 2008 | (y)i | 02 > gy |20 (%] (D) To | 2008 || vy |02 %)y |20 (¥ (D)

None

None |
{15 Char. Max)
j:15{2har. Max)
{15 Char. Max)

Free fim_e Group

P only bt

sssnew | (6 ~ 10 Char. Max, 0-9)

(*) Activate ) Deactivate

00 Hour : |00 Minute to |00 Hour : |00 Minute

Figure 6: Add Employee Screen

DATA — Add Employee Screen

Employee Data

Card/User ID

Enter the card/user ID you want to add

Expire Date Check | Choose to enable or disable employee’s expire date.

Valid from to

Move mouse icon to “V” and click left button , it will show year,
month, date to choose.

Designation Choose the designation
Department Choose the department
Employee ID Enter the employee ID.
Last name of user, needs to enter if you want to display
Last Name ; .
employee’s last name after verification.
First Name First name of user, needs to enter if you want to display

employee’s first name after vertification.

13



Group Choose the group.
Choose the way to verify user. Move mouse icon to “V” and click
left button, it will show the list for you to choose.

: F only: fingerprint(BF-630X only), P only: password, F or P:
Verify Mode . .
y fingerprint or password(BF-630X), F and P:

fingerprint+password(BF-630X only), Card, Match on Card:Using
Fingerprint stored in mifare card for verify.

Password Enter user’s verify password.

Confirm Confirm user’s verify password.

Status Choose to activate or deactivate user’s right.
Enter the start and end work of employee for attendance report. If

Work Time the employee’s work time from 8AM to 5PM, please enter 08:00 to
17:00.

Button

Save Save add data.

Designation List

Use the “Designation List” link on the menu bar to reach the “Designation List” screen. The example

screen is shown below.

Designation List

No. Designation No. Designation

1 Executive DELETE 2 salesman DELETE
3 Engineer DELETE

Add New Designation : | | (Max 16 chars) m

Figure 7: Designation List Screen

DATA — Designation List Screen

Designation setup

Designation

Show added designation. Use designation link can check all
employees’ data in that designation.

Add New Designation | Enter designation which you want to add.

Button

Delete

Delete added designation.

14



Add Add new designation.

Department List

Use the “Department List” link on the menu bar to reach the “Department List” screen. The example
screen is shown below.

Department List
No. Department No. Department
1 Account Dept. DELETE 2 R&D Dept. DELETE
3 Engineering Dpt DELETE

Add New Department : | (Max 15 chars}m

Figure 8: Department List Screen

DATA — Department List Screen

Deepartment setup

Show added department. Use department link can check all
Department i .
employees’ data in that department.
Add New Department Enter department which you want to add.
Button
Delete Delete added designation.
Add Add new designation.

15



Terminal

System Log

Use the “System Log” link on the menu bar to reach the “System Log” screen. The example screen

is shown below.

Date Time Description

Figure 9: System Log Screen

DATA — System Log Screen

System Log : Record system operation or parameter alter executed by user
No. Serial number.

Date Operation Run Date

Time Operation Run Time

Description | Describe Enter system operator WEB logon password.

16



Terminal Status

Use the “Terminal Status” link on the menu bar to reach the “Terminal Status” screen. That screen
Is home screen, it shows the present status of terminal and the information of network setting.
Please see the description of home screen.

Administrator Setup

Use the “Administrator Setup” link on the menu bar to reach the “WEB Logon Setting” screen. The
example screen is shown below.

WEB Logon Setting
Administrator WEB Logon User Name : |admin | (47 Char. Max}
Administrator WEB Logon Password: eseses (35 Char. Max)
Operator WEB Logon User Name @ |user (47 Char. Mazx)
Operator WEB Logon Password: eses (35 Char. Max)
Terminal Logon Password: ssssss {must be & digits)
Assign Administratorimax 510): |0 ] 0 'U 0

rAdministrator must be enrolled with P the terminal password will be useless when admirn ID is assigned)
SAVE

Figure 10: Administrator Setup Screen

DATA — Administrator Setup Screen

Password Configuration

Enter system administrator WEB logon user

Administrator WEB Logon User Name
name.

Administrator WEB Logon Password Enter administration web logon password.

Operator WEB Logon User Name Enter operator WEB logon user name.

Operator WEB Logon Password Enter system operator WEB logon

password.
Terminal Logon Password Enter terminal logon password
Assign Administrator Enter administrator ID..

17



REMARK:

If you assign administrator ID, you can not use terminal logon password to enter the
management menu of Terminal.

Assigned administrator needs to follow the verification method to enter the management
menu of Terminal.

Button

Save Save configure data.

Administrator and operator

The difference between administrator and operator is the right limit, administrator can execute all
functions of web setting, but operator can’t execute following function.

Administrator Setup, Terminal Setup, Communication Setting, Door Setup, Event Handle, Device
Admin, Upgrade Firmware.

18



Terminal Setup

Use the “Terminal Setup” link on the menu bar to reach the “TERMINAL CONFIGURATION” screen.

The example screen is shown below.

TERMINAL CONFIGURATION

Terminal Setting :

FP Security Level :

FP Verification Mode :
Duplicate FP Enrolled :
Working Behavior :

Wiegand Format :

Wiegand Output :

Maintenance Time :

Card ID Display Format :

Double Clock IN Control :

Disable Key-In 1D :

llegal Access Event :
Allowed Late IN Limit :
Function Key Trigger Mode :

LCD Sleep Time: | |

Terminal ID ;|1
Title On LCD : |

Description :|
2 * | (Default: 2)
@ 1N O
O alowed & Disallowed
(%) standalone O FP Reader Only
|34 Bits ¥ (Defaut: 34 Bits)

(O ENABLE () DISABLE

Output Format :| 26 Bits ¥ | (Default: 26 Bits )

Daily |4 (Hy: |0 (M}{24Hr format)
@ Raw Data O Facility Code+ID

) ENABLE () DISABLE

After The Last Verified Scan U (seconds, Maximum is 86400)
C YES @ HO

) RECORDED (&) IGNORED

0 (minute,Maximum is 255)

O Manual & Auto

1 . (0-255 minute)

Terminal may need to restart after configuration saved.

Figure 11: Terminal Configuration Screen

DATA — Terminal Configuration Screen

Terminal Setting

Set terminal ID of BF-630X/BF-830X, please notice terminal ID

Terminal ID cannot repeat if you set BF-630X as fingerprint reader of
BF-660X/BF-670X.

Title On LCD Set LCD title of BF-630X/BF-830X.

Description Enter terminal description.

19



FP Security Level(BF-630X series)

Set BF-630X fingerprint security level.
1 ~ 5 1(low) ------------ > 5(high)
Auto Normal(630X only) : BF-630X decides security level itself by the total amount of

registered users in normal situation.
Auto Secure(630X only) : BF-630X decides security level itself by the total amount of

registered users in security situation.

FP Verification Mode

Set the fingerprint verification mode of BF-630X
1:N--- user does not need to enter the card ID or verify card before put the fingerprint.
1:1--- user need to enter the card ID or verify card before put the fingerprint.

Duplicate FP Enrolled

Set if you can register same fingerprint or not.

Working Behavior

Set BF-630X to work standalone (Verify by itself) or as a fingerprint reader of
BF-660X/BF-670X.

Wiegand Format

Set the format of wiegand input (26 bits or 34 bits).

Wiegand output

Enable and disable wiegand output and choose output format (26 bits or 34 bits)

Maintenance Time

Set system maintenance time everyday, possibly set the time that no one using system.

Card ID Display Format

Choose card ID display format

Double Check IN control

This function works on Access Control be disable, suitable for Time Attendance and allow
verification only one time in specific period.

Max. is 86400 seconds.

Disable Key-in ID

Enable or disable to enter card ID by using the keypad.

lllegal Access Event

Choose if you want to record the log of fail verification.

Allowed late IN Limit

Allowed the last in limit time, this setting will effect the attendance report.

Function Key Trigger Mode

20



Manual: keep function status that last user pushed until other function be pushed. For
example, the first user press”F1” and if the next user also need to press “F1”, then he

does not need to press “F1” because the function key status already keep on the last
users status.

Auto: system can judge itself for the setting of “IN/OUT TRIGGER SETUP” and “Function
Key Setup”.

LCD Sleep Time
Set the time to turn off of LCD backlight.
Button

Save Save configure data.

Communication Setting

Use the “Communication Setting” link on the menu bar to reach the “Communication Setting”
screen. The example screen is shown below.

COMMUNICATION SETTING
Net Mode TYPE STATICIP v
IP Address .192 . |168 - .2 . |222
SubnetMask | [p55 | [265 | [285 | [0
DefaultGatewayIP  [192 | (168 | |2 1
DNS ServerIP | 155 | 95 aE 1

Operation Mode ( Software Used )
Connection Mode _TCF' SEFNER v

Port Number :2000

WEB Managemant Port

Http Port Management (O UNBLOCK{80) & BLOCK |20000

Access Key( Software Used )

@® Disaple O Enaple (00 ;00 |00 |00 00 | |00

Figure 12: Communication Setting Screen

21



DATA — Communication Setting Screen

Net Mode : Select IP obtain method (Static IP ~ PPPoE ~ DHCP CLIENT)

IP Address Set IP address of BF-630X.

Subnet Mask Set subnet mask of BF-630X.

Default Gateway IP | Needs to enter gateway IP if connects via VPN.
DNS Server IP Enter DNS server IP.

Operation Mode(Software Used)

Connection Mode Set connection mode with software.(TCP Server ~ UDP Server)

Port Number Set communication port between TCP/IP and software.

Web Management Port

Revise BF-630X HTTP port. 2000, 5850, 5851 already used for
system, please avoid these three numbers and the port number
used for windows. If the number what you set not 80, than you
need to add “:” and port number next time. (ex.
http://192.168.0.66:5000)

HTTP Port
Management

Access Key(Software Used)

Enable or Disable Access Key to limit software to access data

Button

Save Save configuration data.

DDNS Setup

Use the “DDNS Setup” link on the menu bar to reach the “DDNS Setup” screen. The example
screen is shown below. About how to sign up a DDNS name please refer to Appendix A.

DDNS Setup

DDMNS Service: |Disabled “

Current Status:  DDNS function is disabled
SET

Figure 13: DDNS Setup Screen<— >
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DDNS Setup

DDME Service: .Dyndns(www.dyndng.urg) v
Username : .:max 31 chars)
Password : {max 31 chars)
Device DNS Name: | ::ex. hostname.dyndns.org)

Registry IP Address: 0.0.0.0
Current Status : DDNS function is disabled

SET

Figure 14: DDNS Setup Screen<Z >

DATA — DDNS Setup Screen

DDNS SETUP

DDNS Server Disable DDNS Server or select a DDNS Server
Username Enter user name that you register in DDNS provider
Password Enter password that you register in DDNS provider

Device DNS Name Enter Domain name that you register in DDNS provider

Registry IP Address | Display current IP that assign to DNS

Current Status Display current DDNS status
Button
Set Save DDNS setting.
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Clock Setup

Use the “Clock Setup” link on the menu bar to reach the “Clock Setup” screen. The example screen
is shown below.

SYSTEM CLOCK SETUP

Time Server: () Disable *) Enable

time windows com

Recommend: time windows.com or time.nist. gov

Time Zone : [G'r:q'T] England V:
New Date: |02/20/2008 (mmiddiyyyy)
New Time : .20329.305 .:hn:mm:ss}

Figure 15: Clock Setup Screen

DATA — Clock Setup Screen
SYSTEM CLOCK SETUP

Enable or Disable adjusting time from Time Server. If enable the

Time Server | function then network timer server is required. BF-630X can adjusts time
automatically itself through the network time server.

Time Zone Choose time zone.

Button

Save Save time server and time zone setting.

Date The present date of connected PC.

Time The present time of connected PC.

Button

Save Save new date/time.
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IN/OUT Trigger Setup

Use the “Fkey Auto Trigger” link on the menu bar to reach the “IN/OUT Trigger Setup” screen. The
example screen is shown below.

IN/OUT TRIGGER SETUP
Function Key IN{HH:MM) OUT({HH:MM)
F1 08:30 12: 00 DELETE
F2 13: 00 17 : 30 DELETE
F3 18: 30 21:30 DELETE
F4 22:00 23:59 DELETE
Bl 00 : 00 06 : 00 DELETE
Function Key : MNone v Number : None v ]N.U lH: 0 M—DUI“U H: 0 \Im

Figure 16: IN/OUT Trigger Setup Screen

DATA — IN/OUT Trigger Setup Screen

IN/OUT Trigger Setup
Function Key | Choose function key. (F1~F4)

Number Choose function key number. (1~9)
IN~OUT IN: enter start time. OUT: enter end time.
Description :

In/out trigger setup will effect the “IN/OUT” column of log and the LCD display of
BF-630X/BF-830X (The definition of function key also effects IN/OUT column of log.).

Button
Delete Delete configurated time.
Add Add new time.
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Func. Key Setup

Use the “Func. Key Setup” link on the menu bar to reach the “Function Key Setup” screen. The
example screen is shown below.

Function Key Setup
Function Key Define Function Key Define
F1 work 1 DELETE F2 off 1 DeELETE
F3 work 2 DELETE F4 off 2 DELETE
F1+1 over time work DELETE F1+2 over time off DELETE
Function Key : -I'-\J.Dne V:

Number : -Nnne v

Define : [ (max 15 chars)

SET

Figure 17: Function Key Setup Screen

DATA — Function Key Setup Screen

Function Key Setup

Function Key | Choose function key. (F1-F4)

Number Choose function key number. (1-9)

Define Enter the description of definition function key.
Button

Delete Delete configured function key.

Set Save definition function key.
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Access Control

Time Setup

Use the “Time Set” link on the menu bar to reach the “Time Set” screen. The example screen is

shown below.

Time Set

Time Set List :
000 00:00 ~ 00:00 001 00:00 ~ 23:59
002 08:30-12:00 [EECEEE) 003 13:00-17:30
004 18:30-21:30 PRGN 005 22:00-23:59

006 00:00~-06:00 DELETE

Time Set UU?_j From UU H UU M To 23 H 59 M

Figure 18: Time Set Screen

DATA — Time Set Screen

Time Set
Time Set Choose time number, 000 and 001 are system set inside.
Enter start/end time.
From -To .
For example, if you want to set 8am to 5pm, please enter 08:00 to 17:00.
Button
Delete Delete configured time.
Set Add new time period.

Description of Time Set
This function sets the time of in/fout or Time & attendance.
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Time Zone Setup

Use the “Time Zone Setup” link on the menu bar to reach the “Time Zone Setup” screen. The
example screen is shown below.

Time Zone List

Time Zone List :

000 Deactivate 001 Any Time

002 Time Fone 1 DELETE 003 Time Zone 2 DELETE

Time Zone ID ;| 004 ¥

SET

Figure 19: Time Zone Setup Screen

DATA — Time Zone Setup Screen

Time Zone Setup
Time Zone ID Choose time zone number, 000 and 001 are system set inside.

Time Zone Name | Click time zone Name can link to time zone setup screen.

Button
Delete Delete configured time zone.
Set Enter time zone setup screen.

Description of Time Zone Setup
This function sets the time to enter from Monday to Sunday and holiday.

Time Zone Information -- 002

Time Zone Name : | |Time Zone 1 {15 Char. Max}
Monday: | 002 - 08:30 ~ 12:00 + 000 — 00:00 ~ 00:00 +| 000 — 00:00 ~ 00:00 ¥ |
Tuesday: | 002 — 08:30 ~ 12:00 + 000 — 00:00 ~ 00:00 [+ 000 — 00:00 ~ 00:00 ¥
Wednesday: | 002 — 08:30 ~ 12:00 + 000 — 00:00 ~ 00:00 |+ 000 — 00:00 ~ 00:00 ¥
Thursday: | 002 - 08:30 ~ 12:00 ¥ 000 — 00:00 ~ 00-00 |+ 000 — 00:00 ~ 00:00 ¥ |
Friday: | 002 08:30 ~ 12:00 ¥ 000 - 00:00 ~ 00:00 ¥ | 000 — 00:00 ~ 00:00 ¥ |
saturday:  |[RSEEIESEERT] 000 — 00:00 ~ 00:00 [+ 000 — 00-00 ~ 00:00 ¥
sunday: | 000 — 00:00 ~ 00-00 + 000 — 00:00 ~ 0000 |+ 000 — 00:00 ~ 00:00 ¥
Holiday: | 000 — 00:00 ~ 00-00 ¥ 000 — 00:00 ~ 00-00 ¥ 000 — 00:00 ~ 00:00 ¥|

Figure 20: Time Zone Information Screen
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DATA — Time Zone Information Screen

Time Zone Information

Time Zone Name | Enter time zone name.

Day Choose set time everyday, at most set 3 times.

Holiday Choose set time on holiday, at most set 3 times.

Button

Save Save time zone information.

Cancel Cancel time zone information set/revise.
Group List

Use the “Group List” link on the menu bar to reach the “Group List” screen. The example screen is
shown below.

Group List

Group List :

000 Disallowed Group 001 Free Time Group
002 Group 1 DeLETE 003 Group 2 DELETE

Group ID :| 004 | | SET

Figure 21: Group List Screen

DATA — Group List Screen

Group List

Group ID Choose group number, 000 and 001 are system set inside.
Group Name Click group name can link to group set up screen.

Button

Delete Delete configured group.

Set Enter group setup screen.
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Group Information

Group Name : "GrDup1 - {15 Char. Max)
Time Zone ID:: :_U_[JQI_Ti_.mn_a Zane 1 V

Allowed Door :

Figure 22: Group Information Screen

DATA — Group Information Screen

Group Information

Group Name Enter group name.

Time Zone ID Set time zone of that group.

Allow Door Choose the door for that group.

Button

Save Save group information.

Cancel Cancel the setting of group information or revise it.

Holiday Setup

Use the “Holiday Setup” link on the menu bar to reach the “Holiday Setup” screen. The example
screen is shown below.

Holiday setup

01 % m /(01 ¥|p] Comment (20 Char. Max)IIGECEN

Holiday List :

01/01 New Year DELETE 12/25 Christmas DELETE

Figure 23: Holiday Setup Screen
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DATA — Holiday Setup Screen
Holiday Setup

Month/Date Choose holiday.

Holiday Name Enter holiday name.

Button

Add Add holiday.

Delete Delete configured holiday.
Door Setup

Use the “Door Setup” link on the menu bar to reach the “Door Setup” screen. The example screen
is shown below.

Door Setting

DOOR ACCESS SETUP

) Enable @ Disable
ANTI PASS BACK :
Tolerance Timer: |0 (Minute, Maximum 65535, 0 means No Tolerance)

Anti-Duress: | () Epable & Disable
Anti-Duress Password: |e (Max 3 digits,default is 9)

SET

Door Properties

Location

APB IN/OUT 0/0

Figure 24: Door Setup Screen

DATA — Door Setup Screen
Door Setting

Anti pass back Enable or disable the anti-pass back function.
Tolerance Time Set the time that the user restricted can enter again next time
Anti-Duress Enable or disable Anti-Duress function.

Anti-Duress password | Enter Anti-Duress password

Door Properties Choose it can link to door Setting screen
Location Description of the door.
APB IN/OUT Show the security level of in/out device on every door.
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Description

Anti pass back: This function restrict to the user in/out by same door

Anti-Duress: Enabled this function BF-630X/BF-830 will act the BF-20’s relay set at Event
Handle when user enter anti-duress password before verification.

Button
SET Save the setting data.
Setting
DOOR - MAIN
Location
Finger + Pin Time Zone : 000 Deactivate v
Card + Pin Time Zone : 000 Deactivate #
Relay Trigger : Built IN +
Lock Release Time Zone : 000 Deactivate
Exit Button Time Zone : 000 Deactivate
Double Badge Contrel Time Zone : 000 Deactivate  * | Applied on | Both
Anti Pass Back Level : IN | NONE * | QUT : I‘\IQNE v
Lock Release Time : 10 Sec (1 -255, 10 = factory default)
Door Open Delay Time : 10 | Sec(1-255, 10 = factory default)
Access Log : Recorded v
SET
Figure 25: Main Door Setting Screen
Main Door
Location Enter description of main door.
Finger+Pin Time Zone Choose time zone to verify by fingerprint + password.
Card+Pin Time Zone Choose time zone to verify by card + password.

Choose to use BF-630X/BF-830X built in relay trigger or

Relay Trigger connect BF-20 outside to control.

Lock Release Time Zone | Choose unlock time zone.

Exit Button Time Zone Choose exit button time zone.

Double badge control

. Choose the time zone that needs 2 users to verification.
time zone
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IN: Set this exit level.

Anti Pass Back Level )
OUT: Set next exit level.

Lock Release Time Set lock release time. The default time is 10 seconds.

Set door open delay time, need collocate with BF-20. The

Door Open Delay Time |y, it time is 10 seconds.

Access Log Choose to record the access log or not.
Button
Set Save the data

Door Status

Use the “Door Status” link on the menu bar to reach the “Door Status” screen. The example screen
is shown below.

Door Status
Door Sensor Statistic Today
Door No. Location
(For BF20 Only) IN ouT
fiiain Door 0 0

Figure 26: Door Status Screen

DATA — Door Status Screen

Door Status

The door controlled by BF-630X/BF-830X, choose it can link to door
Door No. . o
in/out statistics. (Separate from an hour.)
Location Description of the door.
Door Sensor Show door status controlled by BF-20.
Statistic Today Show the statistic today of the door.
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Figure 27: Door IN/OUT Statistic Screen

Door Remote Control

Use the “Door Remote Control” link on the menu bar to reach the “Security Bypass” screen. The
example screen is shown below.

Main Door Security ON

Figure 28: Security Bypass Screen

DATA — Security Bypass Screen

Security Bypass

Security ON Turn on main door control, only in/out after verify success.

Security OFF Turn off main door control. The door open.
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Event Handle

Use the “Event Handle” link on the menu bar to reach the “Event Handle” screen. The example
screen is shown below.

Event Trigger on BF20’s Relay No.(Only for BF20-E)

Event Type

Door Open too Long : MNone ~| Hold Time : 3
Unauthorized Badge _Nune b Hold Time : 3

(Including Unregister/Expired/Deactivate’iWrong TZ Door)
Anti Passback Reject: | MNane o Hold Time: |3
Intruded Door : | MNone v Hold Time: |0
Tamper Switch Breakdown: | Mone o Hold Time : []
Anti Duress : | MNone w Hold Time: |0

Hold Time range from 0 to 255 seconds,0 means unlimited

SET

Figure 29: Event Handle Screen

DATA — Event Trigger on BF-20's Relay No.(only for BF-20-E)
Event Type

Set the relay number and time if the door does not close in

Door open too long specific time.

Unauthorized Badge Set the relay number and time if the verification failed.

Anti Passback Reject | Set the relay number and time if anti pass back rejected.

Intruded door Set the relay number and time if the door opened by force.

Tamper Switch

Set the relay number and time if the tamper switch touched.
Breakdown

Anti Duress Set the relay number and time if the user verify with duress.

35



Tools

Attendance Report(XLS)

Use the “attendance report (XLS)” link on the menu bar to reach the “attendance report (XLS)”
screen. The example screen is shown below.

Attendance Report
) All Employee :
(*) Specified EmployeeID :
From/To (mmiddyyyy): 2 | 1 ¥ 2008 ¥ |2 ~|[29 v| 2008 v|
EXPORT

Figure 30: Attendance Report(XLS) Screen

DATA — Attendance Report(XLS) Screen

Operate procedure

Choose all employees or specified employee.

If you choose specified employee, please enter employee ID in the column.
Enter the time period.

Push “export” button.

Choose the location you want to save.

Description

Choose all employees can only count the data in one day, and choose specified
employee can count the attendance date in many days.

Figure 31 is the attendance report of card ID No. 1 employee , the work time is
08:30~17:30.
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B Microsoft Excel - 052507-1-1.xls

@J File Edt iew Insert Format Tools Data  Window Help Type a question for help
NesHR S B B9 = -4 @l@l EE_T\mesNewRoman 2 2B I U|E==EE]8% % » %50
125 = fx
T T e r | M | =
1 |Day Ciate Emplovee | MName Card ID 1N ouT Late IN  Early LeawWorking Hours
| 2 |THU 3172007 1jemm 1 8:11 1743 0:00 0:00 9:32
| 3 |FRI 35202007 1|— 1 8:10 17:34 0:00 0:00 9:24
4 [SAT 3372007 I 1 8:11 17:33 0:00 0:00 9:22
| 5 [MON 352007 1j-mm 1 8:18 1745 0:00 0:00 9:27
| &6 |TUE 382007 1j 1 8:15 17:41 0:00 0:00 9:26
| 7 |WED 372007 1)mm 1 8:06 10:31 0:00 £:59 225
| 8 |THU 3872007 I 1 8:04 17:38 0:00 0:00 9:34
| 9 |FRI 31952007 1j-— 1 5:13 17:40 0:00 0:00 927
10 |MON 31202007 I 1 8:16|--:-- 0:00 - --ie-
| 11 |TUE 31372007 1)mm 1 8:15 17:33 0:00 0:00 9:18
| 12 |WED 311452007 1} 1 5:14 154533 0:00 0:00 9:19
| 13 |THU 315/2007 I 1 8:13 |- 0:00|---- --i--
| 14 [MON 31972007 1jemm 1 8:15 1736 0:00 0:00 9:21
| 15 |TUE 352082007 e 1 8:13 17:39 0:00 0:00 9:26
| 16 |WED 32102007 1} 1 8:18 17:38 0:00 0:00 9:20
| 17 |THU 3f22f2007 1j-mm 1 8:11 17:39 0:00 0:00 9:28
| 18 |FRI 32372007 1jemm 1 8:14|--:-- 0:00 - -
| 19 |[MON 352652007 1] 1 802 17:30 0:00 0:00 9:28
| 20 |TUE 322007 I 1 8:13 17:35 0:00 0:00 9:22
| 21 |THU 32972007 1j-mm 1 8:15 1737 0:00 0:00 9:22
| 22 |FRI 343082007 I 1 8:12 T 0:00 0:00 9:25
| 23 |Total 0:00 £:59) 162:26:00

Figure 31:Attendance(XLS)
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Exports (TXT)

Use the “Exports (TXT)” link on the menu bar to reach the “Exports (TXT)” screen. The example
screen is shown below.

EXPORT ACCESS LOG(TXT FORMAT)

Query

UseriCard ID :

Terminal ID :
Dep.: | All b
FKey : Ail v.
NUM. : Nqne w

From/To (mmiddlyyyy): |2 v |[20 v|[2008 »|_[2 ~[[20 v|[2008 v
(¥) AccessLog O First IN/Last OUT

] Output Defined Function Key

Figure 32: Exports (TXT) Screen

[1 include Heading [] Include Event

DATA — Exports(TXT) Screen

Exports Access Log (TXT)
User/Card ID

Query by User/Card ID.

Terminal ID Query by terminal ID.
Department Query by department.

FKey Query by function key.

NUM. Choose the function key number.
From/To Query by the from/to date.

Access Log, First IN/Last OUT

Export all log or just first in/last out log.

Include Heading

Export heading or not.

Include Event

Export event or not.

Output Defined Function Key

Output defined function key or not.

Button

Export

Execute export.

Description
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Figure 33 is the attendance report TXT file of user ID No. 1 employee and by access log
without title.

Figure 34 is the First IN/Last OUT attendance report TXT file of user ID No. 1 employee
and with title.

i x]

File Edit Format Wiew Help

LT LT T e 03 /03 /2007, 17133237, —==m, 01", "MAIN" |
M2, MM ML ———=t, "03/03 /20070, "08:11:50", —mmm, MOL", "MAIN"
M O DO L p a3 e S
Mgt M1t =" M03,/02,/2007", 0B 10 26", =", LY, "MATN
MEMOMIN M oot M03/01,/2007", V1743 :16", aamat, LY, MATN
Mg, M1, ML ——-=", "03/01,/2007", "08:11:37", -mm=", MOL", "MAIN
Figure 33: Exports Access Log (TXT) Screen
B 052507-1.txt - Notepad ]
File Edit Format Aiew Help
“Mo. "t MCard ID","Emphyee 0", "Name", "Depart. ", "Date”, "First IN","Last oUT","Terminal(First)", "Terminal{Last)", "Door(First)", "Door(Last)"
ML MY e e N 03 01 /20077, 0811137, 1T 1430160, e e AT, AT
M2 ML et et M03/02,/2007", "08:10:26", 17134133, Memmn ! et MATIN', YMAIN"
MR, ML ——mmt, e, M03/03,/2007", M0BI11:50", 17133137, temm s, e ot MATN, TMATN®

Figure 34: Exports Access Log (TXT) Screen

Exports (XLS)

Use the “Exports (XLS)” link on the menu bar to reach the “Exports (XLS)” screen. The example
screen is shown below.

EXPORT ACCESS LOG(XLS FORMAT)

Query

User/Card ID :
Terminal ID: |
Department : AII v
FKey : _;L v
NUM: | [Nane [¥]
FromiTo (mmiddiyyyy): [2 |20 v|[2008 v|_[2 v|[20 v|[2008 v
& AccessLog O FirstIN/ILast OUT

[] Include Heading [ Include Event [] output Defined Function Key

Figure 35: Exports (XLS) Screen
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DATA — Exports(XLS) Screen

Exports Access Log (XLS FORMAT)

User/Card ID

Query by User/Card ID.

Terminal ID Query by terminal ID.
Department Query by department.

FKey Query by function key.

NUM. Choose the function key number.
From/To Query by the from/to date.

Access Log, First IN/Last OUT

Export all log or just first in/last out log.

Include Heading

Export heading or not.

Include Event

Export event or not.

Output Defined Function Key

Output defined function key or not.

Button

Export

Execute export.

Description

Figure 36 is the attendance report XLS file of user ID No. 1 employee and by access log

with title.

Figure 37 is the First IN/Last OUT attendance report XLS file of user ID No. 1 employee

and with title.

B Microsoft Excel - 052507-1-11.xls
IE_] File Edit ‘“ew Insert Format  Tools Data  Window  Help

NEeHR S B &9 - 3 @ (7] g Times Mew Roman -2 - | B T U E==ME|8$ % » % 8|EE
12 - F
& | B E_| F 5 B | 1 | 1 | x L | M =

1 [No. Card I Employee ID Name Diate Time Terminal  In/Cut Dioor

2 1 1 1— 03/03/2007 | 17:33:37 — 1 MAIN

a | 2 1 1| — 03/03/2007 1 8:11:50 — 1IMAIN

4| 3 1 1|— 03/02/2007 1 17:34:33 —— 1IMAIN

L= | 4 1 1|— 03/02/2007 1 8:10:26 — 1 MAIN

| 6 | 5 1 1|— 03/01/2007 | 1743:16 — 1 MAIN

= 6 1 1- 03/01/2007 1 8:11:37 - 1IMAIN

Flgure 36: Exports Access Log (XLS) Screen

i8I
‘] Fle Edt Wiew Insert Format  Jools Data  Window Help Type aquestion forhelp = o & X
DEHRI G BB 98 = -4l @ [ Tmestowkonn - 12 -|B 7 U |E==H$ %/E[E-O-A- §
K7 - 3
4 | B E | F G g | I | ] e . | =
| 1 |No. Card ID Employee ID Name Depart. Date First IN | Last OUT | Terminal(First) Terminal{Last) Docr{First) Door{Last)
| 1 1 1|-— 03012007 8:11:37 1743:16 — MAIN MAIN
s 2 1 1]-— 03/02/2007 81026 17:34:33 - MAIN MAIN
| 4 3 1 1|-— 03032007 8:11:50 17:33:37 — MAIN MAIN
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Backup

Use the “Backup” link on the menu bar to reach the “Backup” screen. The example screen is shown
below.

BACKUP

Tips :

This command will export the User Registry data for backup purpose.

() Database(database.cfg) ) User List{userlist.txt}

Click Backup button to save the registry’s backup file.

Figure 38: Backup Screen

DATA — Backup Screen

Backup procedure

Choose the backup format. If you want to backup fingerprint data, need to choose
“database(database.cfg)” format. If you choose “user list(userlist.txt)”, only backup card
ID, employee ID, name, group number.

push “backup”.
choose the location you want to save.

Restore/Import

Use the “Restore” link on the menu bar to reach the “Restore” screen. The example screen is
shown below.

RESTORE / IMPORT

Select a File to Restore | Import

(%) Database(database.cfg) (' User List{userist.txt)

(It may takes few minutes to restore the database.)

RESTORE

Figure 39: Restore Screen
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DATA — Restore/Import Screen

Restore backup data

Choose the restore format. If you want to restore fingerprint data, need to choose
“database(database.cfg)” format. If you choose “user list(userlist.txt)”, only restore card
ID, employee ID, name, group number.

Push “Browse...” to choose the file.
Push “Restore” to restore/import the data.

Device Admin

Use the “Device Admin” link on the menu bar to reach the “Device Admin” screen. The example
screen is shown below.

DEVICE ADMINISTRATION SETTING

Reset System to Factory Default : | FACTORYDEFAULT |

Figure 40: Device Administration Setting Screen

DATA — Device Admin Screen

Button

Factory Default | Reset system to factory default.

Reboot

Use the “Reboot” link on the menu bar to reach the “Reboot” screen. The example screen is shown
below.

DEVICE ADMINISTRATION SETTING

Reboot System REBOOT

Figure 41: Reboot Screen
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DATA — Reboot Screen

Button

Reboot Reboot BF-630X/BF-830X, just like PC warm up to turn on.

Upgrade Firmware

Use the “Upgrade Firmware” link on the menu bar to reach the “Reboot” screen. The example
screen is shown below.

FIRMWAVE UPGRADE

Warning: Upgrade must NOT be interrupted

Please select a file to upgrade :

UPGRADE

Figure 42: Upgrade Firmware Screen

DATA — Firmware Upgrade Screen

Operate procedure

push “Browse...” button to search and choose the firmware.
push “upgrade” button to upgrade the firmware.

Notice

Different firmware version maybe has the compatible problem, please delete all items.

If you want to save the data, please contact with us to confirm the data format or how to
save the data before upgrade to avoid the data losing.

Please upgrade system code then upgrade web code.
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Reset

Use the “Reset” link on the menu bar to reach the “Reset” screen. The example screen is shown
below.

Reset
Delete All User Data -
Delete All Title -
Delete All Department -
Delete All Function Key -
Delete All Access Log -
Delete All System Log -
Delete All Time Set -
Delete All Time Zone -
Delete All Group -
Delete All Holiday -

Figure 43: Reset Screen

DATA — Reset Screen

Button
Delete all user data Delete all user data of BF-630X/BF-830X.
Delete all title Delete all title setting of BF-630X/BF-830X.

Delete all department Delete all department setting of BF-630X/BF-830X.
Delete all function key | Delete all function key setting of BF-630X/BF-830X.

Delete all log data Delete all log data of BF-630X/BF-830X.

Delete all time set Delete all time set of BF-630X/BF-BF-830X.
Delete all time zone Delete all time zone setting of BF-630X/BF-830X.
Delete all group Delete all group setting of BF-630X/BF-830X.
Delete all holiday Delete all holiday setting of BF-630X/BF-830X.
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Appendix A
Inspect and fix of breakdown

This appendix descripts the possibly problems and solutions.

Overview

This chapter will describe the possibly problems and many solutions when you use
BF-630X/BF-830X. If BF-630X/BF-830X can’t work after you follow this chapter to eliminate from
breakdown, please contact with supplier to get further instruction.

General Problems
Questionl :  Can't connect with BF-630X/BF-830X to setup.

Solution1 : Please check as follow :

BF-630X/BF-830X installed correct or not ,LAN and power connected
normal or not .

Ensure that PC and BF-630X/BF-830X are on the same network
segment

If your PC sets for “get IP automatically” (DHCP user), please reboot
again.

If your PC used a fixed IP address, that IP address must be within the
range 192.168.0.1 to 192.168.0.65 or 192.168.0.67 to 192.168.0.254,
than it can be compatible with BF-630X/BF-830X’s default IP
192.168.0.66. Also, the subnet mask must be set to 255.255.255.0.

Question2 :  Forget BF-630X/BF-830X'IP.

Solution2 : Please execute IP search tool attached to BF-630X/BF-830X and set the
correct IP.

Question3 :  Forget the password.

Solution3 : Please contact with supplier and get further instruction.
Question4 :  The ring calls often or the fingerprint scanner can not collect fingerprint.
Solution4 : Please check adapter can supply enough voltage. If you make sure that

adapter normal but the problem still exists, please contact with supplier
and get further instruction.

Question5:  Web screen can not save the value.

Solution5 : Firmware incompatibles with web program, please contact with supplier
and get further instruction.

Question6 :  Unusual of user data or record on web screen.

Solution6 : You did not clear all data before upgraded firmware, please delete all
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Question7 :

Solution7 :

Question8 :

Solution8 :

data and reset to factory default.
LCD displays “Running in boot”.

The program of firmware lost, please contact with supplier and get further
instruction.

BF-630X can't verify fingerprint easily.

Please check adapter can supply enough voltage.
Check your finger to dry or not, please wet your finger and try again.

Maybe the fingerprint log not well, please registers again. Please put
finger on the scanner first and push “#” to collect more clearly registered
log.

If the problem still exists after you check it, please contact with supplier
and get further instruction.
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Appendix B : DDNS

Internet actually runs on IP Addresses which are numerical order, for example “63.208.196.100". These IP

Address identify the location of each device connected to Internet. However, the human brain does not easily
remember this numbering system, so a system that allocate domain name such as “www.dyndns.org”

provides an easier method. If you type “63.208.196.100” or “www.dyndns.org” in the web browser’s address bar, the
browser will show the same web page. This is because both methods relate to the same web server. The “Domain
Name Servers” used to manage the Internet will translate “www.dyndns.org” into the IP Address “63.208.196.100" in
order to allow your browser to find the web server and display the correct web page in your browser.

If your “IP Configuration”, as shown in 3.2 section, is “PPPoE”, or “DHCP” with dynamic IP address assigned by ISP,
your IP address may change each time you initiate the connection to your ISP. The DDNS function will help to map your
IP address to your domain name when your ISP assigns a new dynamic IP Address.

Note that this DDNS function acts as the client appliance of DDNS service and is only able to be use in conjunction with
the service provided by DynDNS.org and TZO.com. Before you begin using this function, you will need to apply to
DynDNS.org or TZO.com to be able to use the service. Please visit www.dyndns.org or www.tzo.com for further
information.

How to register from Dyndns.org

Step 1: Enter the web side www.dyndns.org in Browser, click the tab of Account.

Welcome - Microsoft Internat Explorer
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| e
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MalHon™ seraces ans for you :
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i advantage (August 20, 2003)

edundancy.

nameaserver, but sil
of our workd:
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mail and pass
sanver on a non-standard port of
wour chionsing - perfect for gethng
around an ISP hat's preventing you
from getting your mail

- DynDMNS . org Raises Qver
34,500 for The Perl
Foundation

{uly 11, 2003)

W also provide domain registration
EEPACES - you can buy wour demain
right hare, or transfer your exsling
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Step 2: click Create Account.

~lslx
BEEG BEE BE i TRO RS I
QEF~ - (2 0,08 [ anEs S8l @ - & |
851 ) [ sy, dyadas orghoconst/ TEEE e

FDA ] Free Downloads | () Dowsloads = S Oipticas l > A @ Ant Vires | *ZPopupsfiTocls = (FHelp

Create Account
Login
Los! Password?
Biting

Your Account

| Username: | Password: | Login |
| Lost Password? |

Copyright © 1598-2003 Dynans
Prvacy Palicy | Accaptabile

etwerk Serices, LLD
cy | Tradsenark Mmices

e [ e v

Step 3: Fill the field of Username , E-mail and Password. You will receive an e-mail containing instructions to activate
your account.

Accoust ate Account - Microsoft Internst Explarar TR
WEE BRE W#E0 E&sa RO BN i
OEF-U- 2 4, 88 | ames @%0 @ v L &~ _
M8 ) [0 bty dymdns orphconatlemms Ml TEEE e

FDA_ ) Fire Dowsloads | (o) Dowaloads » S0ptioss || > 4 @Ak Vires | *SPopupsliTock = DHslp

DynDNS.org

Create Account

Please complete the form below to create your account, You will receive an e-mail containing
instructions to activate your account. If you do not follow these directions within 48 hours, you will need
T4 recreate Your account.

It is strongly recommended that you visit this page securely. You are not currently visiting this page
securely.

Policy Last Modified: August 14, 2003 fl

1. ACKNOWLEDGMENT AND ACCEFTANCE oOF

5 OF SERVICE
111 services provided by Dynamic DNS Network Services ("DynDNS™)
are provided to you {the "Member®) under the Terms and Conditions

set forth in this Acceptable Use Policy ("AUP") and any other
opecating rules and policies set forth by DynDN3. The AUP comprises =l

| have read and agree to the Acceptable Use Policy above: ©

Username

‘
&= |
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Step 4: Once you receive the confirmed e-mail, login with your Username and Password.

on - Microsoft Internet E:

BER

QL= -

WAIE) 0D BOETW IAD R

2

\ A
\
LG RO

Account Confirmed

The nt “chiy
account.

ic” has been

subscribe@lists. dyndns.org,

Step 5: Click the tab of Services, then click Dynamic DNS.

EE @ & (v L

d. You can n start using your

We have a system announcements mailing list you may wish to subscribe to - this list is
used for notifications of new senvices, changes to services, and important system
maintenance/status notifications. To subseribe, simply send an e-mail to announce-

8 @ wnm
Services - Microsoft Iatarsit Explorer =& =]
WEE EME BE0 SHRE0 TRO B & |
QLrE-O- x 2 0 Oum lankE el £ - L B |
U ) hutpliwew. dyadzs arphesace lasE = -

DynDNSorg

FDA 9 Freo Domnloads | L) Dowaloads = SH0phoas ] = Ank Virs

Suppod | Solutions | Developers | News |

“PopupsbToch = (DHalp

Logged In As: chiyueric {Logiu) |

Custom DKS
Secondary [HS
Maitiop

Domain fegitratice
MyWettiop
Dynamis RS

Static DNS

Wehliep

Pricing

DNS Services

Custom DNSSM

Custom DNS service is a full DNS salution
for newly purchased domains or domains
you already own. A web-based interface
provides complete control over resource
records and your entire domain including
support for dynamic IPs and automated
updates.

Secondary DNS

Secondary DNS service provides a
secondary DNS server for your domain, so
that you have a backup iffwhen your
primary goes down, and to share the load
of answering DNS queries.

5 ghe of our domains to your
|1SP-assianed dvnamic |P address. allowina
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Mail Services

MailHop™ Backup MX

Make sure you always get your mail, even
if your server is offline for extended periods
with our MailHop Backup MX senvice. We'll
queue your mail for up to 10 days, with no
limits on how much you receive.

MailHop*" Forward

Set up user-based redirection of e-mail for
wour domain name wihout running your own
mail server with our MailHop Forwarding
service. Stop spam and viruses with our
spam scanning and virus filtering, available
for all addresses on your domain,

MailHop*" Relay
Port 25 blocked by your I1SP? Use our
MailHop Relay service to get around it by
sending your mail through our servers and
on to vours. Two aloballv-redundant

B e e




Step 6: select Add Host in the left side of screen.

I UyulNS ore - Services - Dynamic DNS - Microsoft Iataraet Explores TR
BEED BHE BEY RERE TRO BHEWD r|
QER~J- ¥ 3 688 Jranse &l @|(0v 8~

88 0) [y v dmdas avghervcnsiiyndn ] T O6E 88 7|
FDA [fFiee Downloads | (o) Dowsloads = iOpess ([ * 4 G1AukVies | *“FopupsTocls = (DHelp »

DynDNS.org

Custom RS -
Secondary DS Dvnamlc DNS
Matop The Dynamic DMNS service allows you to alias a dynamic IP address to a static hostname
m::":’"'m in any of the many domains we offer, allowing your computer to be more easily accessed

e from various locations on the Internet. We provide this service, for up to five (5)
hostnames, free to the Internet community.

The Dynamic DN service is ideal for a home website, file server, or just to keep a pointer
back to your home PC so you can azcess those important documents while you're at
work, Using one of the available third-party update clients you can keep your hostname
m'"r == always pointing to your IP address, no matter how often your ISP changes it. No more
g fumbling to find that piece of paper where you wrote down your IP address, or e-mailing
Pricing all your friends every time it changes. Just tell them to visit yourname.dyndns.org instead!

If you would like to use your own domain name such as yourname.com, you need our
Custom DNS service, which also provides full o ic and static IP add support,

[ Bl e

Step 7: Login again with your Username and Password.

TR DyulNS ore - Dymamic DNS - Add Host - Microsoft Iaterant Explorer =l&lx]
WEED BME BEY RERE TRO BHEWD r|
QER~J- & (|, /08 [ amEe &0 &) - &~

894D [0 ity e dndns o heevcns ymdushad himl - ZoeE e |
FDA [f)Fiee Downloads | (o) Dowsloads = iOptiess ([ * 4 G1Auk Vi | *“FopupsTocls = (DHelp »

DynDNS.org

Custom NS -
S:Itnnn':nlrlﬂt“' Login
e It is strongly recommencled that you visit this page securely. You are not currently visiting

Domain Hegistraton 3
SvbiioD this page securely.

Dymarm:

‘fou mugt have cookies enatded o gcc

Usemame:
Password:
Salic
‘WebHop
Pricing Don't have an account? Create one now!
armces, LLE
matk Molices
e R e

Step 8: Enter the Hostname you want to use and select dyndns.org from the drop-down menu, click the button of Add
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Host to finish register.

W DyulNS org - Dymamic DNS - Add Host - Mierosolt Iatarant Explorer ==l
WRE AE B0 BOREW TAD BWH E |
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;::‘:..T.D.:Sm New Dynamic DNS Host

Maiop e
Tomein Fagaiasn Hostname: M 5. 0rg
BB For your own gemain (g yournames, T ime Custom DHE.
[P
IP Address: 61.59.72.195
Enable Wildcard: (w

Mail Exchanger (optional): r Backup MX?
Add Hasl | Reset Form

Copyright © 1999.200
Privacy Palcy | Acc

5] ATy

Step 9: now you should enter the Username, Password and Hostname (named Device DNS Name in BF-400 Master
into BF-400 Master to enable this function.

How to register from TZO.com
Step 1: Enter the web side www.tzo.com in Browser, select the Order/Renew from top screen.

D) [ e dhevew o comaden bl =

[ Products | Support

., ,?'

the reliable dynamic DNS service

works like a static IP but cost

FEATURES E&‘g'&ﬂkn Now

IR Dary Trial i AutoFailovss monitors your Trtermet server
* A Photo Server and vhen it fails or lsoses its connectian
Ay Cap i o e v s

T -
*HEWOMRService 1[5 || & WekakeOusian
An aavwar Fir i Uwimud-back IR = SRR o o e e
™3 Hem. "
emas prebiem, + Mare sasvice dasign fier, Main 11 will work wth
you from concupt to completion.

click here to
learn mare & to <ign-up

| Routes Informstion =| | Dowmlead TZO Software =] Order TZO Serdce =l
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Step 2: You can choice what'’s kind of service you need, here we suggest the Standard TZO with 1 year of service

> 2

rits prafar to cedar cneling though s securs connection. Chaots the
fram the het Balow and dick on the apprognate hek to o
+ bee ghone, dne, oo email)

FOnder / Ronewing a TEO service onling

a oo alis

If you alieady have & TZO sarvice and nesd to renew your subsoiption. simply re-srder
tha tervice. Plasts note that va affer some 1nac ks

1 yaur of service

2 ywars of parvice

o an dy T smasne tan
thraugh your domain nama sven though you have » dynamic 18

pasids plawie 1

Step 3: Select the first radio button, click Continue button.

$Z0.coM
r PPhaine W comoirs W eoniat pener P about e §

Order/Renew | Download | Products 'Suﬁporr

a—
> &

TZO secure order system total $24.95 number of items ik

How did you get our TZO client software?
(If you don't have it yet, click here to dawnload it now.)

Frorn the T2O download site or from another download site such a5 Tuce
_ It's Reli webattack, ete

- Doesn't use BIND c
- Eree Support

It's included with my Mexland router,

" Frem the CD induded with my Linksys product

» TZ0 Awards/Reviews

- 170 Awards  It's included with my Serv-U FTP server

- Editorial rev H
7 It's included in my E-Tech, Ugate, Equinox Internet Broadband Gateway/router,

- Customer Comments
 From the download site that Linksys directed me to
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Step 4: Enter the TZO name you want to register, such as chiyu.tzo.com, and your E-mail address which can reach you.
If you don't have a TZO name yet, please check the box under the field of E-mail address, click Continue with order

Order/Renew

TZO secure order system  {otal

$24.95  number of trems 1

Please complete the first step by telling us the following information

What is your TZ0 name?
|ch\yu TZ0.com

- It's Reliable
- Doesn't use BIND
- Eree Support

* TZ0 Awards/Reviews

What email address did you use when you registered your TZ0 name?
(Windows users can find this information in the T20 dient. Linux users can fook in the
configuration fite.)

eric@chiyu-t.com.tw

¥ 1 don't haue = T20 narme yet, or T'm not certain what it is.

PLEASE NOTE:

A TZ0 name is @ sub-demain of TZ0.C0M, TZ0.MET, or cther domains which are
listed in the TZ0 client. Please mail suopert®TZ0.COM if you have questions.

- Customer Comments
I you den't have a TZ0 name, you should register and get 3 TZ0 name before
you go any further, You can Downdoad 720 o use the F20 Control Panel to
register and gat 2 T20 name. You'll need & TZ0 name to use most of our

sarvices!
Caontinug with arder

Step 5: complete the form with your information TZO want.

TZO secure order system  total

e

number of tems 1

F24.95

Please complete the first step by telling us the following information

Hest, please tall us about yourself, and please includs all the information. We ask you
nothing more than what's necessary for us to process your order.

For your address plesss use your current cradit card or bank billing address, (The address
where your credit card or bank staternents are sent each month)

Your first name:

eric
= TZ0 Awards/Reviews
Your last name:
- TZO Awards ]Chang

- Editorial reviews

Your company name: (if applicable)

[CHIYU Technology Co. Ltd

- Customer Comments

Street address: (the billing address of the credit card)
|N0 28, Renai Road

Address 2i (the billing address of the credit card)

City: (the billing address of the credit card)
ICh\ay’\

Step 6: TZO will send an e-mail letter to inform your TZO key, please enter these information including E-mail address,
TZO key and TZO name (named Device DNS Name in BF-400 Master) into BF-400 Master to enable this service.
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